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Abstract
This paper investigates the digital privacy provisions in the island of Jersey. This is mainly done by examining the two key pieces
of legislation with which any workplace must comply with. Those legislations are: The Employment (Jersey) Law 2003, and the
Data Protection (Jersey) Law 2005. Neither law has digital privacy provisions per se, but these are the two prevalent pieces of
legislation governing employer-employee relations in the island of Jersey at present. The study relates the local legislation in the
island of Jersey to its UK and European counterparts identifying the missing parts. To investigate how much compliance to those
legislations in the island’s workplace, a typical workplace of Lysaght’s, the current employer for the second author, is chosen as a
case study. The study highlights the areas of concerns and provides speciﬁc recommendations for the employer. This work can be
used as the basis for steering the future judicial review of this area, to ensure the island of Jersey remains in compliance with its
peers both domestically and internationally.
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1. Introduction
The notion of an individual’s right to digital privacy in a workplace is something that must, logically, be considered
from multiple perspectives that may vary in objectives. The notion of ’privacy’ is multi-fold and it is becoming
increasingly prevalent in a world where more people are connecting to the Internet than ever before; where there is
a tendency to access and share information both inside and outside the traditional working environment on popular
social networking sites( 1), and where employees’ access to computer facilities is widely-regarded as being an intrinsic
part of being employed in the modern workplace. In many aspects of privacy, studies show that people are prepared,
in certain situations, to essentially trade-out aspects of their own privacy for a sense of increased security and safety
in their daily activities( 2). While this approach certainly draws criticism( 3), it is, for many of us, a reality. A well-
known example of this is the increased airport security with invasive search methods as a way of reducing the threat
of terror attacks on commercial airlines( 4). While a society in which no information were stored on any citizen would
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be impossible to administer, it would be appropriate to conclude that a society where no privacy is aﬀorded to citizens
would not necessarily be secure( 5). One of the issues with research into any area of information systems privacy is
that many of the established research works and surveys undertaken are highly USA-centric ( 6). While this does not,
in any way, impede the validity of, or interest in, the research itself, it becomes immediately apparent that the status
quo in any jurisdiction does not indicate the global view on this issue.
This paper investigates the hypothesis that the confusion as well as the paucity of speciﬁc privacy provisioning
laws and legislations in the island of Jersey aﬀects the Jersey’s workplace privacy perception. In particular, this
study focuses on addressing the following research questions: Which privacy provisioning jurisdiction is currently
prevalent in the Island of Jersey? How does a typical workplace in the island deal with such jurisdictions? Are there
any discrepancies between diﬀerent pieces of legislations applied to the Jersey case? What are they? How to go about
them? The organisation of this paper is as follows. Section 2 reviews the related literature. Section 3 introduces
the case study discussing the methodology used in studying this case. It reports the observations for the current IT
practices and interpretively analysing the data from a legislative point of view. It then discusses the recommendations
based on the interpretive data analysis. Finally, section 4 concludes the papers and highlights the future work.
2. Background and Literature Review
The island of Jersey is unique in a number of contexts. It is the largest of the Channel Islands that is a Crown depen-
dency, which aﬀords the island autonomy in its own administration, while retaining strong links with the government
of the United Kingdom over a small number of key issues such as military defence in times of war. Residents of Jersey
are considered British citizens. while the United Kingdom actively represents the Channel Islands’ collective interests
internationally( 7), Jersey is both self-governing, and judicially independent from the United Kingdom. Furthermore,
it is not a part of the European Union in its own right, beyond having a free trade relationship with the EU under the
provisions of Protocol No 3 of the UK’s Treaty of Accession to the European Economic Community of 1972( 8). In
practice this means that laws, conventions, treaties, directives, regulations and other legislative acts of both the UK and
the EU must generally be ratiﬁed under local law for them to have legally-binding eﬀect within the island( 9). Where
there is a lack of local legal precedent, judgments and legal positions of the other Channel Islands, the UK and the EU
may be considered persuasive, but are not binding on Jersey courts( 10). Prior to 2005, Jersey had little in the way of
statutory protection for the rights of employees in the workplace. The few issues that were addressed were generally
covered under one of the following ﬁve pieces of legislation( 11): The Health and Safety at Work( 12), The Industrial
Disputes( 13), The Payment of Wages( 14), The Termination of Employment - Minimum Periods of Notice( 15), and
The Terms of Employment (Jersey) Regulation( 16). There was considerable gaping in-between this coverage, with
issues such as unfair dismissal and a minimum wage not being addressed at all. In fact, the system as it then was, was
indeed in need of review that it was cited as being ”out of date, fragmented and ineﬀective”( 11).
As a self-regulating territory, Jersey needs to keep abreast of developments in Europe and other key global jurisdic-
tions, in order to ensure its policies and practices are both current, and well-regarded by its peers in the international
community. A good example of this in operation is the formal incorporation of the European Convention on Human
Rights (ECHR)( 17) into a piece of domestic legislation. while the ECHR has had a measure of eﬀect in the island
since 1954, discussions in years gone by which centred around Jersey formally ratifying the ECHR via a piece of
domestic legislation were met with disapproval by the Home Oﬃce in London. It was felt that Jersey acting ahead
of the UK in ratifying an international convention would be inappropriate( 18) bearing in mind the UK’s historical
responsibility for Jersey’s international relations. Since the enactment of the Human Rights Act 1998( 19) in the UK,
however, Jersey received approval from the Home Oﬃce to move forward with its own version of that legislation, and
the Human Rights (Jersey) Law 2000, which cites as its main object ”[giving] further eﬀect to rights and freedoms
guaranteed under the European Convention on Human Rights”( 20), was brought into force, in the island of Jersey,
with eﬀect from 10 December 2006. The only other live piece of legislation which is of signiﬁcance to our study is the
Data Protection (Jersey) Law 2005. Data protection, that is, ”the regulation of the processing of information relating
to individuals, including the obtaining, holding, use or disclosure of such information”( 21), is a matter of considerable
signiﬁcance in most developed countries, and Jersey is no exception. There are no provisions within the Employment
(Jersey) Law 2003( 22) which overtly relate to digital privacy in the Jersey workplace. This position is conﬁrmed by
JACS. The researchers were, instead, referred to the oﬃces of the Data Protection Commissioner, as JACS felt this
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area would fall under the remit of Data Protection law, which they make a point of not advising on( 23). This latter
point accounts for the distinct lack of documentary best practice guidance on JACS website relating to data protec-
tion, or speciﬁcally to digital privacy in the Jersey workplace. Milner1 believes it is the considered opinion of the
professionals who contributed to this work during their respective interviews that there is no form of legal protection
currently aﬀorded to digital privacy within the Jersey workplace.
3. Case Study
The digital privacy becomes an issue when: an employer oﬀers the use of corporate facilities for private purposes,
an employee brings their own device into the corporate environment, logging of media used for work and private
correspondence takes place, and/or undisclosed members of staﬀ have access to employees’ personal data (although
this is also a data protection issue). There is a need to validate the compliance of the work practices in a typical
workplace in the island of Jersey against the multiple jurisdictions the island is operating on. This is a qualitative (i.e.
interpretive) study that attempts to increase the understanding of how a typical workplace in the island of Jersey deal
with privacy provisioning. The reason of such a methodology selection (i.e. interpretive) is the nature of the research
problem, since ”That is, what one wants to learn determines how one should go about learning it”( 24, p4). Since this
research addresses the question of ”how workplaces in the island are operating especially when multiple jurisdictions
are to be followed?”, there is a pertinent need for a case study that closely observes, investigates, and collects data
in natural settings (25, p. 23). The case study has to investigate what an international business in the island lacks
to comply with the privacy legislations. This is fundamentally done through two approaches: 1) Studying a typical
workplace’s handbook to identify any contradictions or discrepancies with current prevalent legislations in the island
of Jersey. In many cases, the employee handbooks serves as an enforceable contract as in the UK. 2) Studying the
current IT practices in a typical workplace in the island of Jersey. The data collection in this case study is done through
interviews and workplace observations. The case study mainly focuses on analytically disclosing those current state
of aﬀairs and practices within a typical Jersey’s workplace.
3.1. Current IT Practices: Observations and Data Collection
Every member of staﬀ with a dedicated terminal has their own bespoke e-mail address. The sponsor’s policy
regarding the use of e-mail for corporate and personal use is set-out in the oﬃce handbook. All calls are logged
courtesy of the call logging virtual machine, to keep track of the extension dialled to or from; the number called
(where this is available); the duration of the call; and the call cost to the company. All employees are given unrestricted
Internet access. This means there is no content ﬁltering in place on the network, nor restrictions on which web-sites
employees can, or cannot, visit. Obviously this raises a number of security concerns, and the increased risk of
exposure to third party viruses, malware and other nefarious programs. The sponsor understand such risk though.
Unfettered Internet access is considered a perk of working at the sponsor’s organisation, and functions essentially
on an honour system. Employees who are found to be abusing the privilege have it curtailed or removed from their
respective workstations. In spite of the stipulation in the oﬃce handbook that all Internet site visits are logged, this
practice is not presently in operation. The sponsor has two systems for data archiving in palce for both job backups
and database backups. The backups are xcopied to an external hard drive. Terminal Services access is restricted to
the seven members of the sponsor’s management team (i.e. managing director, managing director two co-directors, a
consultant, the Accounts/HR department head, the deputy-head of the ﬁrm’s largest fee-earning department, and the
IT department head). The sponsor’s IT department is keen to use remote support wherever possible to speed-up its
response time on support calls. Thus, a broad range of software is used for this function. Passwords are controlled by,
and known only to, the IT department, and the person using the password on a regular basis, for security purposes.
This procedure again being outlined in the oﬃce handbook. While there may be understandable security and data
privacy concerns on the part of the staﬀ at this practice, each staﬀmember gives their express consent for this practice
to take place, by signing and returning a copy of the oﬃce handbook to the Accounts/HR department head. Building
1 Advocate Milner, V. (2014). Interview with David Booth. Interview. Digital recording in possession of author
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security is handled via a system of motion-detection cameras, tied to a centralised system. Documentary support for
all the sponsor’s monitoring and logging practices is outlined in a combination of the contract of employment, and the
oﬃce handbook. The sponsor’s oﬃce handbook clearly states, ”Use of Electronic Mail and the Internet” that lists of
web-sites visited by employees, as well as every e-mail sent and received are logged, and monitored by management.
The staﬀ therefore have an overt, explicit understanding by virtue of signing their contracts of employment that
logging of their Internet activity, e-mail correspondence and telephone activity takes place, and can be monitored at
management’s discretion.
3.2. Interpretive Data Analysis: A Legislative Perspective
The two key pieces of legislation with which the sponsor must be seen to comply are the Employment (Jersey)
Law 2003, and the Data Protection (Jersey) Law 2005. Neither law has digital privacy provisions per se, but these are
the two prevalent pieces of legislation governing employer-employee relations in the island of Jersey at present. The
sponsor’s practices are compliant with both pieces of legislation and, as such, there is no immediately pressing need
for the sponsor to take any kind of drastic action with regard to its existing practices. However, there are concerns in
the current practices. One of the major ﬁndings of this case study is the inconsistency identiﬁed in the oﬃce handbook.
For example, the data protection legislation cited in the oﬃce handbook is incorrect. That section should be updated
to reﬂect that it is the Data Protection (Jersey) Law 2005, with which the sponsor’s practices are compliant. The Data
Protection (Jersey) Law 2005 repealed the Data Protection (Jersey) Law 1987 when it came into force2. Thus, the
1987 legislation needs to be cited only where it still has a direct bearing upon the data controller in question. In other
words, where the data controller was registered under the 1987 law. A search of the on-line data protection register
shows that the sponsor was not registered until 05 February 2007( 21). That simply means it must comply with the Data
Protection (Jersey) Law 2005, and not the Data Protection (Jersey) Law 1987( 26). Another inconsistency exists in the
policy of storing data on hard drives. Storing data on the local hard drives of the available machines runningMailStore
Home runs contrary to the practices outlined in the oﬃce handbook. The practice states, ”[i]ndividual C drives are
not to be used for storing data”( 27). Either the handbook should be changed or, preferably, the server version of the
product should be deployed. The latter suggestion enables the saving of MailStore archives to networked locations
that would, in turn, increase the sponsor’s backup resilience as the archives could be incorporated into the sponsor’s
nightly backup scripts.
While the allocation of unrestricted Internet access represents an obvious security concern, we appreciate the
sponsor’s willingness to trust its staﬀ. Content ﬁltering is perceived negatively amongst employees and, sometimes,
aﬀect the performance either psychologically or physically in case of poor Internet connection. That would, however,
create a security concern since employees may potentially visit infected websites (i.e. viruses, malware, etc.). There
is one section of the oﬃce handbook which relates to this process, ”... use of the internet for personal matters must
be restricted to the individual’s own time, i.e. during their lunch break, or before or after their normal working
hours.”( 27). Given that section, the recommendation here is that a logging system be enabled. Thus appropriate
actions can be taken in case of breaches. We perceive there being a potential digital privacy issue here, whereby if,
for example, an employee were to use their dedicated terminal to browse the Internet during their ”own time” with
their ”own devices” (e.g. during their lunch hour - and were to engage in a legitimate activity which the sponsor
may not approve of during that time). A prime example would be sending their curriculum vitae to a rival employer
with a request for consideration for a prospective job elsewhere, then the sponsor’s options may be limited if they
come to learn of this, by virtue of the sponsor having held-out that it is acceptable for the staﬀ to use the Internet
for their own purposes during their ”own time”. A simple caveat such as ”... but the ﬁrm retains the right to audit
the use of any speciﬁc workstation at any time, for any reason” would likely suﬃce. It is arguably excessive, and
broad in its implications, but given the rather restrictive legal framework in place in the island at present, it would
give the employer additional leverage should they feel the need to take action. Similarly, as most local workplace
digital privacy concerns are addressed as matters of contract law at present, this would ﬂow through into the existing
framework for such disputes.
2 Article 71, Data Protection (Jersey) Law 2005
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Data archiving and backup functionalities are of critical importance in the modern age, and it is important that these
decisions are not solely made by IT personnel, but by the most senior management in an organisation as well. A robust
DR plan will include data archiving, as well as the storage of those data archives (i.e. typically in some type of oﬀ-site
facility). It is our view that the sponsor is well within its rights to back-up the sum of the data on its network, for DR
and business continuity purposes. While we have concerns over the security of the sponsor’s oﬀ-site data archives, this
falls beyond the scope of this research. Given Jersey’s reputation as a top-tier oﬀshore ﬁnance centre, many Jersey-
based businesses, particularly those in the ﬁnance industry, are keen to identify and preserve the geographical location
of the data itself, once moved into cloud storage. This is predominantly because many jurisdictions actively comply
with, inter alia, the United States’ Foreign Account Tax Compliance Act (FATCA) legislation (encompassed within
the U.S. Hiring Incentives to Restore Employment (HIRE) Act, 2010), and Jersey’s reputation would be substantially
tainted if it were unable to guarantee the conﬁdentiality of the data it holds within the cloud structures. Being able
to restrict the storage of cloud data to desirable jurisdictions has enabled local cloud solution providers such as to
establish their niche and, interestingly, the issue of U.S. access to cloud data stored on foreign soil is being hotly
debated through an open court case at present. Microsoft are engaged in an on-going legal battle to have a search
warrant issued by the United States District Court for the Southern District of New York overturned, as this warrant
demands Microsoft relinquish data stored on a cloud server in Dublin, Ireland, to a court in the U.S. Microsoft object
on the basis that they feel the U.S. warrant should not apply, as the data is held outside the remit of U.S. law( 28). As
should be readily apparent, this case could potentially have far-reaching implications for many cloud providers, and
is being heralded by many as a landmark case both in terms of cloud security, and the seemingly fast-approaching
global reach of certain U.S. legal motions. We have touched upon the sponsor’s policy of retaining data archives
oﬀ-site above, and we ﬁnd their existing building security provisions to be adequate. We have no digital privacy
concerns about these measures, as they are in place to comply with legal and insurance requirements, as well as an
understandable desire to keep the building secure, out of hours. We ﬁnd the sponsor’s level of Internet-based security
to be lacking but, again, this falls outside the remit of this study, and is further mitigated by the presence of Sophos
anti-virus on each workstation and server.
3.3. Recommendations
As this research is concerned about both legal frameworks of privacy provisioning in the Island of Jersey as well
as identifying the compliance of a typical workplace in the island to those legal frameworks, two ﬁnding categories
are they. Firstly, the major ﬁnding regarding the legal frameworks that provide privacy in the Island of Jersey reveals
the lack of speciﬁc privacy provision laws (i.e. Local laws). The greatest measure of protection aﬀorded to the Jersey
individual in relation to their data comes from the Data Protection (Jersey) Law 2005(Register, 2005), yet this law is
not a privacy law. Its provisions do not extend beyond the manner in which data is handled, to the moral and social
issues underpinning why that data is being collected in the ﬁrst place. There is no form of statutory protection for an
individual’s right to digital privacy in the Jersey workplace. There is, in fact, lack of documentary best practice guid-
ance on JACS website relating to data protection, or speciﬁcally to digital privacy in the Jersey workplace. Secondly,
this research identiﬁed some areas of concern, which could be addressed, to ensure any potential misunderstandings
are kept to an absolute minimum. Firstly, the sponsor’s Handbook. There is a need for the handbook to be re-written
to outline: 1) The legislation with which the sponsor is compliant should be identiﬁed as the Data Protection (Jersey)
Law 2005, and not the Data Protection (Jersey) Law 1987. 2) A global caveat should be introduced in the section
referencing Internet access, along the lines of ”the ﬁrm retains the right to audit the use of any speciﬁc workstation
at any time, for any reason”. This would increase the authority of the sponsor to police the use of its own equipment.
3) The explicit use of remote-support solutions such as TeamViewer and Remote Administrator should be outlined,
in order to avoid any misunderstanding as to the intended purpose of that software (i.e. it is for remote-support, not
remote-surveillance). Secondly, the Secondly, the retention period. A ﬁrm retention period should be established for
e-mail archiving. If ten years is the threshold, then the sponsor can begin, from 2015, to dispose of its oldest-archived
e-mails.
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4. Conclusion and Future Work
In this study, a comprehensive literature survey that studies the current legislative systems within the island of
Jersey addressing the employees rights, resolving workplace disputes, studying the prevalent legislation systems in
the island and the works in development, and ﬁnally investigates any potential conﬂicts or overlaps between those
legislations. A case study is also conducted to interpretively studying a typical workplace in the Island of Jersey
to investigate how much compliance the workplace achieves to the required legislative systems. The case study
investigates the technical practices of the workplace and compares those practices to the privacy-related legislations
in place. It highlights the conﬂicts and proposes a resolution for them.
The future direction of this research will wait for conﬁrmation of the full changes brought into force by the forth-
coming EU data protection regulation with considerable interest and, thereafter, to seeing how Jersey’s adequacy
status will be reviewed in the wake of those changes coming into force in the EU.
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